
Fraud - Carrier fraud 
Do you know the red flags to look out for? 

Workers in the global supply chain can easily become victims of fraud as they conduct day-to-day 
business. Carrier fraud is becoming increasingly prevalent and sophisticated. Today’s digital 
business environment has enabled fraudsters to create fictitious companies, intercept legitimate 
business transactions and obscure their fraudulent activity more easily reducing their  
risk of getting caught.

In this document, we focus on three types of carrier fraud: fake carriers, fake delivery instructions 
and driver call diverting, as well as the preventative measures you can take to mitigate the risk. 

What are the risks?
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FAKE CARRIERS 
Deception through imitation  
of a carrier
  Fraudsters will invest time in profiling 
their target to ensure success and avoid 
being caught. They wait patiently for 
an opportune moment to strike, maybe 
during a busy period, over the holidays or 
when they know a delivery is becoming 
time critical in the knowledge that due 
diligence is less likely to be completed. 
They create a fictitious profile and 
advertise their capacity to collect and 
deliver the goods at an attractive rate.  

DRIVER CALL DIVERTING  
False instructions to the driver
Using a freight exchange site, a fraudster 
will pose as a freight forwarder, matching 
a trucking company to a shipper to move 
goods. The fraudster then acts as a 
“middle man” between these two 
legitimate companies. Once the trucker 
has collected the goods, the fraudster 
provides new instructions (supposedly 
from the shipper) to deliver to an 
alternative address where the cargo  
is stolen.

FRAUDULENT COLLECTION   
Deception through fake identification
Often using a stolen vehicle and fake 
identification, a fraudster arrives at a 
distribution centre to collect a trailer/
cargo. They will have invested time into 
profiling the distribution centre and will 
know the busiest and most vulnerable 
times – when fewer checks will be made. 
They might have full or partial load details 
and will rely on those at the distribution 
centre to unwittingly fill the gaps. Having 
presented themselves as a sufficiently 
legitimate carrier, the distribution centre 
releases the cargo to the fraudster and 
the cargo is stolen.  

Which types of carrier fraud most commonly impact 
freight forwarders?

For more information
Please contact us at riskmanagement@ttclub.com  
or visit us as ttclub.com

Provision of servicesA change of delivery instructions

Is there something unusual  
or unexpected about new  

delivery instructions that makes  
you suspicious?

Are the circumstances too good to  
be true? Is there something that 
seems unusual or suspicious?

Perform due diligence on the driver 
or carrier to verify their identity. 

Remember that if a company only  
has a mobile and personal email 

address, it may be fraudulent.

Are you able to satisfy yourself that 
the driver or carrier is legitimate?

Ask for identification from the party
giving new delivery instructions

and inform your immediate
supervisor of your suspicions.

Is your supervisor happy  
with the request?

Contact the customer/consignee  
to verify these instructions. Always  

use the contact details on your  
system and not those provided  

by the suspicious party.

Someone may be trying to commit  
carrier fraud.

Report your concerns to your immediate supervisor. If you conclude 
that this is an attempt at fraud, report the matter to the police.

  Watch out for:

•  Quotes for extremely competitive prices

•  Lack of familiarity of the service provider

•  A sudden change in delivery instructions

•  A request that is urgent

•  Unusual point of contact or tone of language

Does the customer/consignee confirm
that the instructions are correct?

Continue to conduct business with this supplier but be wary of future signs of fraud. Ensure that all staff are  
educated to spot the signs and are aware of the procedures to follow should they suspect fraudulent activity.

Do not be intimidated by any perceived time pressure to act on instructions  
– take the time to ensure that the company and/or instruction is genuine.

Remember these simple rules if you have any suspicions about instructions: 
STOP, THINK, INVESTIGATE, CONTACT, REPORT
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To avoid becoming the victim of fraud, consider the following guidelines:


